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If you’re involved in cybersecurity as a software developer, forensic investigator,
or network administrator, this practical guide shows you how to apply the
scientific method when assessing techniques for protecting your information
systems. You’ll learn how to conduct scientific experiments on everyday tools
and procedures, whether you’re evaluating corporate security systems, testing
your own security product, or looking for bugs in a mobile game.

Once author Josiah Dykstra gets you up to speed on the scientific method, he
helps you focus on standalone, domain-specific topics, such as cryptography,
malware analysis, and system security engineering. The latter chapters include
practical case studies that demonstrate how to use available tools to conduct
domain-specific scientific experiments.

Learn the steps necessary to conduct scientific experiments in cybersecurity●

Explore fuzzing to test how your software handles various inputs●

Measure the performance of the Snort intrusion detection system●

Locate malicious “needles in a haystack” in your network and IT environment●

Evaluate cryptography design and application in IoT products●

Conduct an experiment to identify relationships between similar malware●

binaries
Understand system-level security requirements for enterprise networks and web●

services
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If you’re involved in cybersecurity as a software developer, forensic investigator, or network administrator,
this practical guide shows you how to apply the scientific method when assessing techniques for protecting
your information systems. You’ll learn how to conduct scientific experiments on everyday tools and
procedures, whether you’re evaluating corporate security systems, testing your own security product, or
looking for bugs in a mobile game.

Once author Josiah Dykstra gets you up to speed on the scientific method, he helps you focus on standalone,
domain-specific topics, such as cryptography, malware analysis, and system security engineering. The latter
chapters include practical case studies that demonstrate how to use available tools to conduct domain-
specific scientific experiments.

Learn the steps necessary to conduct scientific experiments in cybersecurity●

Explore fuzzing to test how your software handles various inputs●

Measure the performance of the Snort intrusion detection system●

Locate malicious “needles in a haystack” in your network and IT environment●

Evaluate cryptography design and application in IoT products●

Conduct an experiment to identify relationships between similar malware binaries●

Understand system-level security requirements for enterprise networks and web services●
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Editorial Review

Review
"Dykstra surprises readers by showing that the security of software artifacts can be the subject of scientific
study." -Vint Cerf, Internet Pioneer

"An invaluable resource on the application of the scientific method for any cyber security practitioner."  -
Matt Georgy, Senior Technical Director, Symantec Corporation

About the Author

Dr. Josiah Dykstra is a Senior Researcher at the Department of Defense. Dykstra received his PhD in
Computer Science from the University of Maryland, Baltimore County, researching the technical and legal
challenges of digital forensics for cloud computing. He is known in the DoD and forensics communities for
his work on network security, intrusion detection, malware analysis, digital forensics, and cloud computing.
He is a member of the ACM, IEEE, American Academy of Forensic Sciences, Cloud Security Alliance, and
American Bar Association.

Users Review

From reader reviews:

James Collis:

Spent a free the perfect time to be fun activity to accomplish! A lot of people spent their free time with their
family, or their very own friends. Usually they performing activity like watching television, planning to
beach, or picnic inside park. They actually doing same thing every week. Do you feel it? Do you want to
something different to fill your own free time/ holiday? Can be reading a book could be option to fill your
totally free time/ holiday. The first thing you ask may be what kinds of reserve that you should read. If you
want to consider look for book, may be the guide untitled Essential Cybersecurity Science: Build, Test, and
Evaluate Secure Systems can be great book to read. May be it could be best activity to you.

Stuart Perez:

Can you one of the book lovers? If so, do you ever feeling doubt if you are in the book store? Attempt to
pick one book that you find out the inside because don't assess book by its cover may doesn't work this is
difficult job because you are afraid that the inside maybe not while fantastic as in the outside appear likes.
Maybe you answer may be Essential Cybersecurity Science: Build, Test, and Evaluate Secure Systems why
because the amazing cover that make you consider about the content will not disappoint anyone. The inside
or content will be fantastic as the outside or perhaps cover. Your reading sixth sense will directly assist you
to pick up this book.



Deanna Jackson:

This Essential Cybersecurity Science: Build, Test, and Evaluate Secure Systems is great e-book for you
because the content that is full of information for you who all always deal with world and have to make
decision every minute. This book reveal it information accurately using great coordinate word or we can say
no rambling sentences in it. So if you are read it hurriedly you can have whole details in it. Doesn't mean it
only provides you with straight forward sentences but tricky core information with lovely delivering
sentences. Having Essential Cybersecurity Science: Build, Test, and Evaluate Secure Systems in your hand
like obtaining the world in your arm, info in it is not ridiculous a single. We can say that no e-book that offer
you world in ten or fifteen second right but this book already do that. So , it is good reading book. Hey there
Mr. and Mrs. stressful do you still doubt that will?

Charlotte Neville:

This Essential Cybersecurity Science: Build, Test, and Evaluate Secure Systems is brand new way for you
who has intense curiosity to look for some information given it relief your hunger of information. Getting
deeper you onto it getting knowledge more you know otherwise you who still having little bit of digest in
reading this Essential Cybersecurity Science: Build, Test, and Evaluate Secure Systems can be the light food
to suit your needs because the information inside this book is easy to get by means of anyone. These books
produce itself in the form which can be reachable by anyone, that's why I mean in the e-book web form.
People who think that in guide form make them feel drowsy even dizzy this book is the answer. So there isn't
any in reading a publication especially this one. You can find what you are looking for. It should be here for
an individual. So , don't miss this! Just read this e-book sort for your better life and knowledge.
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